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LOCAL GOVERNMENT ASSOCIATION
TEMPLATE SHORT FORM PRIVACY NOTICE FOR LGPS FUNDS

This template privacy notice has been prepared for the Local Government Association.
We understand that copies will be provided to the administering authorities of Local
Government Pension Scheme funds in England and Wales. This template will need
to be tailored to the specific circumstances of each fund. Accordingly we accept
no liability to individual funds or their administering authorities unless we provide formal
advice specific to that authority.

This template is not advice to other connected or stakeholder parties, their auditors or
other advisers, or other third parties ("Third Parties"). —Other than as noted in
paragraph 1 above, no part of this template may be passed on to Third Parties without
our written agreement but, if it is so passed, we accept no responsibility, and will have
no liability in contract, tort or otherwise, to those Third Parties in relation to this
template.

This template has been prepared and updated based on an understanding of the law
and gwdance as at the date of issue. 4ﬂ—paFtteu4a¥—the—Data—Flreteet|en—B+LHs—stH4—gemg

ge@anee%alenmay—bepele\ent— Accordlngly, it is p053|ble that this template will need

to be updated if the law changes or guidance is revised. However, we will only do so
if the Local Government Association specifically give us written instructions to do so.

This template, together with the template full privacy notice, is intended to enable
administering authorities, in their capacity as dataa controller of personal data relating
to the Local Government Pension Scheme fund for which they are responsible, to
satisfy their obligation under the-General-Data-Protection-Regulations (“GDPR“)data
protection legislation to inform affected individuals what personal data is held and how
it is used for the purposes of the pension fund. Depending on the context in which this
short form template is used, individual administering authorities may wish to include
more or less information than is suggested. The footnotes in this short form template
and the template full privacy notice should both be considered when tailoring this
template. We have not considered or advised on any tax or commercial implications
that individual funds may wish to consider in conjunction with this notice.

This template takes into account guidance issued by the Information Commissioner
and the European Data Protection Board (previously known as the EU Article 29 Data
Protection Working Party) as at the date of issue. In some cases we have taken a
pragmatic view as to the level of detail included in the template, bearing in mind the
need for the notice to be succinct and easy to understand. Individual funds will need
to consider whether their own circumstances are such that more detail should be
included. It is likely that best practice in this area will continue to develop and individual
funds should review their privacy notices regularly and consider whether they should
be updated and reissued.

Please note that we have made some amendments to the template Shert
FermSummary Privacy Notice as at 15 May 2018--, which was issued on 25 May 2018
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(version 2). Administering Autheritiesauthorities should note that the updates that have
been made to the template do not necessitate an immediate re-issue of the privacy
notice and instead could be included in an annual update of the privacy notice. Fhe

bel ict Ackministeri »

67 Please note that we have made some amendments to version 2 of the template
Summary Privacy Notice (version 3). Administering authorities should note that the

updates that have been made to the template do not necessitate an immediate re-
issue of the privacy notice and instead could be included in an annual update of the

privacy notice. However, since the GDPR came into effect, the direction of travel is
towards greater transparency. Administering authorities therefore may want to revisit
how frequently and in what circumstances they circulate hard copies of the privacy
notice to members and consider how they will bring the most up to date version of the

privacy notice to _members’ attention. The changes are noted below to assist
administering authorities who have already issued their privacy notice in determining

whether and when to issue an update to the privacy notice.

We have inserted a new reference to "data protection legislation" in the first

paragraph rather than referring to specific legislation throughout and have
added a footnote to explain what the legislation is for the benefit of
administering authorities. We have also included references to the GDPR and
the UK GDPR as there are now effectively "two GDPRs"; the EU version of the
GDPR and the UK GDPR as incorporated into UK law. As at today's date, those
provisions are near identical for most purposes. However, they may diverge
over time following the UK's exit from the EU.

(b) In the section headed, "What will we do with your personal data?" we have

amended the wording to reflect the fact that following Brexit, the UK now falls
outside the European Economic Area. As such, appropriate safequards must
be implemented whenever there is a transfer of personal data from the UK to
jurisdictions which may not offer an adequate level of protection to personal
data as is required by the UK Government / EEA countries. Under the GDPR,
there is a requirement to specify where data wil be transferred to a third country
and the existence or absence of an adequacy decision or reference to the
appropriate safequards used to protect it and the means by which the individual

can obtain a copy of them. To comply with the GDPR, administering authorities
will need to identify in the privacy notice the particular transfers involved and

the safequard used for them (e.g. model clauses).

{b}——1In the section headed "Your rights“', we have amendedexpanded the
Wordlng about the—data—sub}eet—s—HgJ%—eb}eet—te—pFeeeﬁng%—m—m%h

{——-~¢larify-thatmembers-have-a-a data subjects' right to ask ferpersenal
dataadministering authorities to be-corrected-if-itis-incomplete;
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(c) explain-when—-members-haverestrict the right-te-ebjectto-processing of their

personal data;, as described in Article 18 GDPR.

(d) Footnotes have been inserted to reflect the footnotes that are set out in version
4 of the template Full Privacy Notice which apply to this template Summary

Privacy Notice and updated to ensure that all legislative references are correct
and complete following the updates made.

Squire Patton Boggs (UK) LLP

e
17 September 2021

3

014-5519-8728/3/EUROPE




Version 43: valid from firsert-date}20 September 2021

PRIVACY NOTICE (SUMMARY)
for the members and beneficiaries of the [ - ]*

As the Administering Authority of the Fund we hold certain information about you and from
which vou can be identified ("personal data") which we need to administer the Fund.

Weln this privacy notice, we have summarised some of the key ways in which we dealcollect

and use personal data in accordance with this-infermation-below.our requirements under data
protection legislation?. Further information can be found in the Full Privacy Notice at the
following link:

[Insert link to relevant area of website]

It is important that you read this privacy notice together with any other privacy notice or fair
processing policy we may provide on specific occasions when we are collecting or processing
personal data about you so that you are fully aware of how and why we are using your data.
This privacy notice replaces any general privacy notice we may have previously issued and
supplements any other notices and privacy policies we issue that are specific to particular data
collection / processing activities

What personal data do we hold?2

The types of data we hold and process wilttypicallyabout you can include:

¢ Contact details, including name, address, telephone numbers and email address.

¢ Identifying details, including date of birth and national insurance number.

e Information relating to your benefits in the Fund, including length of service or
membership and salary.

e Other information in relation to your membership of the Fund or to enable the
calculation or payment of benefits, for example bank account details.

e Information about your family, dependentsdependants or personal circumstances, for
example, marital status and information relevant to the distribution and allocation of
benefits payable on death.

1 Please insert name of the Fund.
2 Please note that the relevant data protection legislation includes:
° the UK Data Protection Act 2018;
e the UK GDPR (as defined in the Data Protection, Privacy and Electronic Communications (Amendments etc) (EU
Exit) Regulations 2019/419);
the Priv. nd Electroni mmunications (EC Directive) Regulations 2 | 2426/2 men n
incorporated into the laws of England & Wales, Scotland and Northern Ireland);
e the General Data Protection Regulation 2016/679; and

e all other legislation and regulatory requirements in force from time to time which apply to a party relating to the use of
nal data (including, without limitation, the priv f electroni mmunications).

5P nlrwhhr rsonal her than that li is held or pr . Pl n hat Articl f th K
DPR iff h i ial ies of | | iti he Administering Authori

] to provide that data (see Article 13 of the UK GDPR) - this isn't explicitly covered in the template |
drafted on the ba5|s that the Admlnlstennd Authontv already holds personal data about the data sublect and (b) the Administering

hority will al r how th notice is incorpaor into th llection pr
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¢ Information about your health, for example, to assess eligibility for benefits payable on
ill health, or where your health is relevant to a claim for benefits following the death of
a member of the Fund.*

e Information about a criminal conviction if this has resulted in you owing money to your
employer or the Fund and the employer or Fund may be reimbursed from your benefits®.

We obtain some of this personal data directly from you®. We may also obtain data from your
employer (for example, salary information) and from other sources including public databases-

and the advisers and service providers that we may share your personal data which are listed
in the Full Privacy Notice.

What will we do with your personal data?

We will use this personal data to administer the Fund and to calculate and provide you (and,
if you are a member of the Fund, your beneficiaries if you die) with benefits. We will also use
this personal data for statistical and financial modelling and reference purposes (for example,
when we assess how much money is needed to provide members' benefits and how that
money should be invested), and to comply with our legal obligations.

From time to time we will share your personal data with third parties, including our contractors,
advisors, government bodies and dispute resolution and law enforcement agencies and
insurers in order to comply with our obligations under fawdata protection legislation, and in
connection with the provision of services that help us carry out our duties, rights and
discretions in relation to the Fund. These organisations are listed in the falEull Privacy Notice.

In some cases recipients of your personal data may be outside the UK. If this occurs, we will
make sure that apprepriateadditional safeguards are in place to protect your data in
accordance with applicable data protection laws.- Please use the contact details below if you
want more information in connection with this.~

What is the legal basis for our use of your personal data?

The legal basis® for our use of your personal data will gererallyusually be ene-ermere-of-the

does not seek such consent, which should be obtained at the time of any application. It should not generall¥ be necessary to

renew consents obtained under the Data Protection Act 1998 in respect of past ill health early retirement applications provided
that the requirements of the UK GDPR/ new UK data protection legislation were complied with. However, legal advice should be

taken. As a pragmatic approach, Administering Authorities should consider renewing consent when communicating with
individuals about special category data collected prior to 25 May 2018. An appropriate policy document may also be required
where special category information is processed.

5 Exgllcn consent may also be needed to grocess mformatlon about crlmlnal conwctlons/offences An aggrogriate Q0|iC¥ document

be growded to the |nd|V|duaI as and when the Consent is obtalned or the Admlmstenng Authom¥ receives gersonal data
concerning criminal conwcnons/offences. The Administering Authority may wish to review and update any current
mmunications an mentation an ke | | advice in relation h me. n 4 ve,

5 Please note that where members or beneﬂmanes are asked to provide health related data, explicit consent to the processing of

! Th|s generic Wordlno does not fuIIv meet the reduwements of the UK GDPR and the standards of the ICO but is intended to
address the requirements of Articles 13(1)(f) and 14(1)(f) of the UK GDPR. The European Data Protection Board (previousl
Article 29 Working Party) guidelines state that known third countries should be specified, along with the UK GDPR-compliant
mechanism that i in I h rsonal his may n ractical. If Admini rinAhriihvfrhr

extensive, detailed mapping of their processing actlvmes (which we recommend), consider including further information (for
example, a detailed table that identifies each of the processing activities carried out by the Fund) in this section or at the end of

this privacy notice.
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that we need to process your personal data to satisfy our legal obligations as the Administering

Authority of the Fund;aréfer]. However, where that legal basis does not apply then the legal
basis for our use of your personal data will be one or more of the following®:

a) we need to process your personal data to carry out a task in the public interest or in
the exercise of official authority in our capacity as a public body; [and/or]

b) [we need to process your personal data for the legitimate interests of administering
and managing the Fund and liabilities under it, calculating, securing and paying
benefits and performing our obligations and exercising any rights, duties and
discretions the Administering Authority has in relation to the Fund][./; and/or'°]

c) [because we need to process your personal data to meet our contractual obligations
in relation to the Fund (for example, under an agreement that you will pay additional
voluntary contributions to the Fund), or to take steps, at your request, before entering
into a contract.]

How long will we hold your data?

We will only keep your personal data for as long as we need it to administer the Fund and to
deal with any questions or complaints that we may receive about this, unless the law requires
us to keep it for a longer period. In practice, this means that your personal data may be
retained for aslengthe greater of*™:

e Such period as you (or any beneficiary who receives benefits after your death) are
entitled to benefits from the Fund and for a period of [15 years] - after those benefits
stop being paid. For the same reason, your personal data may also need to be
retained where you have received a transfer, or refund, from the Fund in respect of
your benefit entitlement::[or]

e [100 vears from a member’s date of birth]”; [or]

e [100 vears from the date of birth of any beneficiary who received benefits from the
Fund after the member’s death].

Your rights4

You have a right to access and obtain a copy of the personal data that we hold about you and
to ask us to correct your personal data if there are any errors or it is out of date or incomplete.

9 We have assumed that the Administering Authority or its advisers/service providers are not carrying out any automated decision
making (including profiling). Administering Authorities should check the position because any automated decision making that is

being carried out will need to be flagged in the privacy notice (see Article 13(2)(f) and Article 14(2)(q) of the UK GDPR). The
Administering Authority should al m ware that if th Ir m ision making in the future then that further
information will need to be provided to the individuals concerned. The Administering Authority should take legal advice before
undertaking any automated decision making (including profilin

10 The_UK GDPR does not permit public authorities to rely on legitimate interests for any processing they undertake in their
capacity as a public authority. However, where the public authority has other legitimate purposes outside of their tasks as a public
authority e.g. a contract between the Administering Authority and individual where AVCs are being made, it may be possible to
rely on legitimate interests as a legal basis for collecting and processing that personal data. Legal advice should be taken.

1 The greater of "100 years from date of blrth and ' Iast payment of benefits to the Member/Benefluarv olus 15 years" |s

retain some records for a member even after that |nd|V|dual has retlred ensurlnu that pension beneflts can be Drooerlv

administered over the lifetime of the member and their beneficiaries (paragraph 135).
!2 The suggested period of "last payment of benefits plus 15 vears" is based on the current maximum statutory limitation
period, as any complaints about the payment of those benefits would usually need to be brought within that timeframe.
13 The suggested period of "100 years from date of birth" is based on the guidelines by the National Archives and the ICO's
retention policy.
4 This is intended to address the requirements of Articles 13(2)(b) and 14(2)(c) of the UK GDPR. The privacy notice will need to
be amended and simplified if it is to be sent to children (and potentially other vulnerable individuals) in order to ensure they can
nderstand th ntent.
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In very limited circumstances, you may also have a right to ask us to restrict!® the processing
of your personal data or to transfer or (in extremely limited circumstances, such as where your
personal data is no longer needed for the purpose for which it is being processed) erase!®
your personal data. You should note that we are not obliged to erase your personal data if we
need to process it for the purposes of administering the Fund.

In certain circumstances you have the right to object to the processing of your personal data;
for example you have the right to object to processing of your personal data which is based
on the public interest or legitimate interests identified in the section above headed "What is
the legal basis for our use of your personal data?", or where the processing is for direct

marketlng purposes m—seme—eases—yeu—may—alse—haa#e—a—ng#u—te—asle%e—pesmet—the

You can obtain further information about theseyour rights from the Information
Commissioner's Office at: www.ico.org.uk or via its telephone helpline (0303 123 1113).

If you wish to exercise any of these rights, please contact the Fund Administrator below’. You
also have the right to lodge a complaint in relation to this summary notice, the fullFull Privacy
Notice or our processing activities with the Information Commissioner's Office, which you can
do through the website above or their telephone helpline.1®

One of the reasons we collect and hold your personal data is to administer your benefits from
the Fund*®. If you do not provide the information we request, or ask that the personal data we
already hold is deleted or that the processing of the personal data be restricted, this may affect
our ability to administer your benefits, including the payment of benefits from the Fund. In
some cases it could mean that we are unable to put your pension into payment or have to stop
your pension (if already in payment).22

Contacting us
Please contact the Fund administrator [ - ] for further information.

Data Protection Officer

Article 18 of th K GDPR. The Administering Authori hould restrict the pr ing of th rsonal

certain exceptions e.g. storage or to defend a legal claim or for reasons of important public interest) where the individual has

contested the accuracy of the personal data. The processing would also have to be restricted in this way where the individual

has raised an ObJeCIIOH for any reason, and the Admlnlsterlng Author|tys1ust|f|cat|on is. based on the necessity to: perform a task
C li n ¢

LGPS regulamons) and so members WI|| not be able to restrict processlng of accurate data. However anx apphcable restriction
will last untll the Admmlstermg Authority is able to ver|f¥ the accuracy of the personal data or demonstrate the justification for its

for direct marketin r rofilin fr.h

0 See Artlcles 17(1) and 17(2) of the UK GDPR Th|s mformanon has to be included notwithstanding that in relatlon to the LGPS

ler is al ati inf ipi o
I inform the indivi | of h recipien nr . Article 19 of the UK GDPR.
18 This is |n;§nggg to satisfy the requirements of Articles 13(2)(d) and 14(2)(e) of the UK GDPR.
19 1n order to §g;i§f¥ Article 13(2)(e) gf the QK GDPR, correspondence/documentation gsklng fgr personal data should contain
ific_inf h h_inf i heth he i li [ i h

|nfrm|nL | advi houl ken nsure an hrr nden mentation i mpliant.
20 See Article 17(3) of the UK GDPR. Article 18(2) and 18(3) provide exceptions to the right of the individual to restrict the

I ing of nal in certain circumstan
Jlelalls_an_hpmuhe_lz_und_admmlstrator can be Conta(‘ted e.g. a contact number/email address should be provided here. This is
inten isfy the r irements of Articl nd 14(1 f the UK GDPR.
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You may also contact our data protection officer [ - ] for further information.22

2 Details on how the data protection officer can be contacted e.g. a contact number/email address should be provided here This

is inten i he r irements of Articles 13(1 nd14(1 f the UK GDPR.

8

014-5519-8728/3/EUROPE



